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Connected and Autonomous Vehicles:
A Cyber-Risk Classification Framework
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Introduction and Background

the effective operation of up to 70 ECUs. To put
this into perspective, the Windows Vista operating
system has only 40 million lines of code, has
905 known vulnerabilities listed in the National
Vulnerability Database (NVD), and was exploited
in the widescale WannaCry and NotPeyta
ransomware cyber-attacks in 2017. Figure 1
illustrates some fundamental cyber-attack types,
vectors (or modes) and surfaces. In the absence
of connectivity, hackers require physical access
to the vehicle to exploit system vulnerabilities. A
successful attack of this kind would be confined
to a singular vehicle only. However, with CAVs,
the connection mechanisms which supports
the communication between vehicles and
infrastructure, also enables cyber-attacks to be
carried out over wireless networks.

The multiplicity of enabling technologies
embedded within connected and autonomous
vehicles (CAVs) promises prevention and
mitigation of accidents, reduction in greenhouse
gas emissions and more efficient utility of energy
and infrastructure. With this, the in-vehicle
communication network supports an increasing
wealth of electronic control units (ECUs), sensors,
actuators and interfaces. A primary goal of driverless vehicles is the reduction of road fatalities
predominately caused by human error. However,
it is again humans who pose the greatest threat to
CAVs. The creators of the enabling technologies
may unwittingly create systems with defects or
vulnerabilities1 that allow malicious hackers the
opportunity
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As vehicles have become functionalised beyond their traditional purpose as a means of transport,
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known vulnerabilities listed in the National Vulnerability Database (NVD), and was exploited in the
widescale WannaCry and NotPeyta ransomware cyber-attacks in 2017. Figure 1 illustrates some
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model which overcomes this issue by incorporating
known software vulnerabilities contained within
the US National Vulnerability Database (NVD) into
model building and testing phases. This method
uses a Bayesian Network (BN) model, premised
on the variables and causal relationships derived
from the Common Vulnerability Scoring Scheme
(CVSS), to represent the probabilistic structure and
parameterisation of CAV cyber-risk. The resulting
BN model, illustrated in Figure 2, is validated with
an out-of-sample test demonstrating nearly 100 %
prediction accuracy of the quantitative risk score
and qualitative risk level. The model is then applied
to the use-case of GPS systems of a CAV with and
without cryptographic authentication. In the use
case, we demonstrate how the model can be used
to predict the effect of risk reduction measures.
This model can be used by insurers, vehicle
manufacturers and suppliers to classify the risk of
CAVs using known system vulnerabilities. It can
also be used to forecast future vulnerabilities using
scenario analysis. To our knowledge, this is the
first application of a probabilistic risk assessment
of CAVs cyber systems using a significant data set.

Methodology

enablers; they can bear the financial risk that
underlies all state-of-the-art emerging technologies,
particularly in early stages of development. Figure
3 illustrates how autonomous systems may be
improving as more autonomous miles are driven.
With CAVs, however, technology faults or malicious
exploitation by hackers not only present the threat
of potentially catastrophic financial loss, but also
major commercial reputational damage. Future
autonomous vehicles linked to one manufacturer
may be susceptible to catastrophic insurance loss
since hacking a single vehicle may compromise
an entire fleet. The volume and complexity of the
sub-systems which comprise a CAV denote the
difficulty ahead for insurers to forecast future claims
with some degree of accuracy. Motor insurers will
be required to adjust their actuarial pricing and
underwriting systems as accident liability transfers
from the human driver to the CAV technology. It has
been projected that the adjustment to autonomous
vehicles will generate at least $81 billion in new
insurance revenues in the US between 2020
and 2025, with cyber-risk and product liability
presenting the greatest opportunity generating $12
billion and $2.5 billion respectively in 2025.
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The underlying paper was
published in Transportation
Research Part A: Policy and
Practice, Volume 124, 2019,
Pages 523-536, a full copy can be
obtained at:
https://doi.org/10.1016/j.
tra.2018.06.033
Authors: Barry Sheehan, Finbarr
Murphy, Martin Mullins, Cian Ryan.
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About the KBS Research Bulletin
The purpose of the KBS Research
Bulletin series is to make our
research more readily accessible
to a wide range of interested
stakeholders, and so to allow our
work to have a useful impact on the
society in which we operate. We
regard this as an important part of
our stakeholder engagement. The
dissemination of these bulletins
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aligns with both the UL focus on
excellence and impact in research,
and on the KBS strategic goals of
cultivating excellence in research
while contributing to our community

Figure 3: Number of
interventions per 1,000
autonomous miles (log
scale) by total driverless
miles driven (log-scale)
in California between
1st December 2016
(or earlier depending
on initial issuance of
testing permit) and
30th November 2017
(end
of
reporting
period). Data source:
California DMV (2018)
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of stakeholders in a responsible and
sustainable manner.

